Community  resources 

Follow  us  on  Twitter  Check  our  Reddit  Twitter  this  Digg  this  page  Contact  us  on  IRC 
courage  is  contagious 

Viewing  cable  08BAKU917, 

If  you  are  new  to  these  pages,  please  read  an  introduction  on  the  structure  of  a cable  as  well  as  how  to  discuss  them  with  others.  See  also  the  FAOs 

Understanding  cables 

Every  cable  message  consists  of  three  parts: 

• The  top  box  shows  each  cables  unique  reference  number,  when  and  by  whom  it  originally  was  sent,  and  what  its  initial  classification  was. 

• The  middle  box  contains  the  header  information  that  is  associated  with  the  cable.  It  includes  information  about  the  receiver(s)  as  well  as  a general  subject. 

• The  bottom  box  presents  the  body  of  the  cable.  The  opening  can  contain  a more  specific  subject,  references  to  other  cables  (browse  bv  origin  to  find  them)  or 
additional  comment.  This  is  followed  by  the  main  contents  of  the  cable:  a summary,  a collection  of  specific  topics  and  a comment  section. 

To  understand  the  justification  used  for  the  classification  of  each  cable,  please  use  this  WikiSource  article  as  reference. 

Discussing  cables 

If  you  find  meaningful  or  important  information  in  a cable,  please  link  directly  to  its  unique  reference  number.  Linking  to  a specific  paragraph  in  the  body  of  a cable  is  also 
possible  by  copying  the  appropriate  link  (to  be  found  at  theparagraph  symbol).  Please  mark  messages  for  social  networking  services  like  Twitter  with  the  hash  tags 
#cablegate  and  a hash  containing  the  reference  ID  e.g.  #08BAKU917. 

Reference  ID  Created  Released  Classification  Origin 

Q8BAKU917  2008-09-26  10:39  201 1-08-30  01:44  SECRET//NOFORN  Embassy  Baku 
Appears  in  these  articles: 

http://www.aftenposten.no/spesial/wikileaksdokumenter/article3999428.ece 

VZCZCXR02343 

PP  RUEHBC  RUEHDE  RUEHDIR  RUEHKUK 
DE  RUEHKB  #0917/01  2701039 
ZNY  SSSSS  ZZH 
P 261039Z  SEP  08 
FM  AMEMBASSY  BAKU 

TO  RUEHC/SECSTATE  WASHDC  PRIORITY  0063 
INFO  RUCNIRA/ IRAN  COLLECTIVE 
RUEHAH/AMEMBASSY  ASHGABAT  0589 
RUEHMO /AMEMBASSY  MOSCOW  0782 
RUEHS I /AMEMBASSY  TBILISI  1758 
RUEH YE /AMEMBASSY  YEREVAN  1511 
RHEHNSC/NSC  WASHDC 

RUCNDT /USMISSI ON  USUN  NEW  YORK  0321 
RUEKJCS/ SECDEF  WASHDC 
RUEKDIA/DIA  WASHDC 
RUEATRS/DEPT  OF  TREASURY  WASHDC 
RUEAUSA/DEPT  OF  HHS  WASHDC 
RUEAIIA/ CIA  WASHINGTON  DC 

SECRET  SECTION  01  OF  04  BAKU  000917 

NOFORN  SIPDIS 

E.O.  12958:  DECL : 09/24/2028  TAGS:  SNAR  PINR  IR  AJ  AM  TU 
Classified  By:  XXXXXXXXXXXX,  Reasons  1.4  (b  and  d) 

11.  (S/NF)  Summary:  UNODC  Baku  reports  that  trans-shipment  of  heroin  and  other  opiates  from  Iran  through  Azerbaijan  has  skyrocketed.  Total  here 

12 . (S/NF)  According  to  the  UNODC  officer,  the  large  majority  of  heroin  seized  in  Azerbaijan  is  "ready  for  market,"  with  much  being  processed  i 

Meeting  with  UNODC  - Azerbaijan  

13 . (S/NF)  Baku  Iran  watcher  met  on  September  12  XXXXXXXXXXXX  (strictly  protect),  XXXXXXXXXXXX.  The  Baku  UNODC  office  is  only  about  18  months  c 

14.  (S/NF)  XXXXXXXXXXXX  noted  that,  perhaps  due  to  Aliyev's  personal  interest,  both  he  and  UNODC  generally  enjoy  a good  relationship  with  Azeri 

Major  Surge  in  Iran-Azerbai jan  Heroin  Shipments  

15 . (S/NF)  According  to  XXXXXXXXXXXX,  in  2003  the  Azerbaijani  authorities  seized  about  two  kilos  of  heroin  during  the  entire  year.  In  calendar 

16.  (S/NF)  XXXXXXXXXXXX  said  that  while  official  government  sources  claim  that  these  seizures  accounted  for  most  of  the  narcotic  substances  ent 

Possible  Contributing  Factors  

17.  (S/NF)  Apart  from  some  intrinsic  factors  favoring  this  route,  XXXXXXXXXXXX  cited  an  increased  presence  of  Turkish  security  forces  in  Turkis 

Land  versus  Sea  Entries  

18.  (S/NF)  Citing  Azerbaijani  security  sources,  the  UNODC  officer  estimated  that  about  85  percent  of  the  Iran-origin  heroin  is  entering  Azerbai 

Alleged  Iran-Armenian  Routes  

19.  (S/NF)  Noting  that  twenty  percent  of  Azerbaijan's  official  border  with  Iran  is  currently  occupied  by  Armenia  (as  a result  of  the  unresolved 

Limited  Iranian  Government  Cooperation  

110.  (S/NF)  While  agreeing  that  the  UNODC 's  Teheran  office  has  been  relatively  upbeat  in  its  reporting  about  Iranian  government  anti-narcotics 

New  Information  on  Alleged  Iranian  Heroin  Processing  

111.  (S/NF)  XXXXXXXXXXXX  speculated  that  Iran  may  be  emerging  as  a major  processing  as  well  as  transshipment  center  for  Western-Europe  bound  he 

CARIC  - A Bright  Light?  

112.  (S/NF)  XXXXXXXXXXXX  called  the  recently-established  Central  Asian  Regional  Information  Center  (CARIC)  a potential  "bright  spot"  in  the  rec 
XXXXXXXXXXXX 

INL  Comment  

114.  (S/NF)  The  UNODC  officer's  information  on  the  flow  of  heroin  from  Iran  gels  with  our  impressions.  While  the  Ministry  of  National  Security 

115.  (S/NF)  Although  the  State  Customs  Committee  has,  by  all  accounts,  exceptional  drug  K-9  units,  they  are  seldom  utilized  for  narcotics  inter 
to  the  southern  border  of  Azerbaijan,  Customs  Committee  officers  and  K-9's  seemed  disinterested  or  unable  to  effectively  search  vehicles  crossi 
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